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ABSTRACT

Security in the communication of 10T devices is a critical concern in seaweed cultivation monitoring
systems, particularly when operating over open networks. This study presents the design and
implementation of an loT-based monitoring system for seaweed cultivation, incorporating data
transmission protection on the ESP32 device through the use of JSON Web Token (JWT). The system
monitors key parameters influencing seaweed growth—such as temperature, salinity, pH, and turbidity—
and transmits this data to a server via HTTP/HTTPS protocols. JWT is employed for authentication and
authorization, ensuring that only legitimate devices are permitted to send data to the server. The research
methodology encompasses requirement analysis, system architecture design, hardware and software
implementation, followed by functionality, security, and performance testing. Experimental results
demonstrate that the proposed system successfully acquires sensor data and transmits it in real time to the
server, while effectively rejecting unauthorized attempts lacking valid tokens. The application of JWT
significantly enhances communication security with minimal impact on ESP32 performance. Overall, the
proposed loT-based Seaweed Cultivation Monitoring System with JWT protection provides an effective
solution for safeguarding data integrity and authenticity in seaweed farming applications.
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1. INTRODUCTION

Internet of Things has emerged as one of the main technological solutions to enable M2M
communications, where physical devices connected to the internet are able to autonomously collect
and exchange information [1]. The number of 10T devices is increasing and is predicted to reach
39.6 billion by 2033 [2]. This indicates that 0T plays a vital role in life and has become an essential
component, from home automation systems to natural resource management and industrial sectors
[3], [4]. Yet, ensuring security about data transmission in between devices is one of the challenges
in 10T implementation [5]. This challenge is faced when devices perform their operations on
unstable networks or under limited capacity conditions [6]. Being able to efficiently transmit small-
sized data [7], [8], performing very well over low-bandwidth networks, and being of low power
consumption are just a few reasons why MQTT is chosen to be an IoT system's communication
protocol [9].

Conventional loT systems are usually prone to security vulnerabilities in the case of
authentication based on sensor data only. Eavesdropping [10] or SQL injection attacks [11]may
lead to unauthorized access to sensitive data. In order to enhance security, therefore, JSON Web
Token-based authentication has been considered more secure [12], [13]. JWT allows the
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verification of devices' identities without repeatedly transmitting sensitive information [14], while
providing a mechanism to expire tokens and prevent their further reuse. Therefore, each request for
data or each command is guarded with an encrypted token with a specific period of validity. Upon
expiration, the system would automatically reject such a request and seek a new token, thereby
enhancing security in communication as well as sensor data management in 10T infrastructures [15].
JWT is used not only for device authentication, but also to reduce credential exposure risk and
prevent replay attacks, which are common vulnerabilities in conventional loT authentication
mechanisms.

0T technology is increasingly being used in aquaculture to enable remote monitoring and
control of environmental conditions. In seaweed farming, the large potential of loT-based
monitoring systems in monitoring water quality parameters in real-time significantly influences
their optimal growth [16]. Integrated with sensors and an ESP32 microcontroller, the system can
measure variables automatically: pH, salinity, turbidity, and water temperature, just like its
implementation in the cultivation of shrimp ponds and other aquaculture commodities [17], [18].
The ESP32 microcontroller has also been proven to be effective in environmental monitoring
systems for oyster mushroom cultivation and hydroponic plants, integrating temperature, humidity,
and pH sensors for accurate regulation of environmental conditions [19], [20]. Similar
implementations of 10T in fish and mangrove crab farming have been carried out by using TDS
sensors, DS18B20 temperature sensors, and NodeMCU ESP32 for real-time data acquisition [21],
[22]. These works demonstrate how loT-based monitoring can raise efficiency and productivity in
aquaculture by means of continuous data exchange and remote supervision [23], [24]. It can find
anomalies in environmental parameters earlier and conduct interventions on time to reduce losses
and optimize production [25].

Present development trends in loT for aquaculture are also oriented to the use of predictive
analytics and real-time automatic control to optimize resource use [26]. However, most of the
existing systems are focused on data acquisition and visualization, while security-related aspects of
data transmission, in particular authentication and protection of sensor data sent from field devices
to the server, are not adequately addressed. This paper therefore presents an loT-based seaweed
cultivation monitoring system using ESP32 with data transmission protection based on JWT. The
system is designed to make sure only authenticated devices can send data and to guarantee secure
and reliable communication between nodes and a server. Experimental results demonstrate that the
proposed system can acquire sensor data and transmit it in real time, while rejecting access attempts
without a token or with an invalid token. The performance test has shown that the implementation
of JWT can enhance the security of communication with minimal influence on the ESP32
performance and is an effective solution to maintain the integrity and authenticity of data in an 10T -
based seaweed cultivation application.

The main novelty of this research lies in the implementation of a JSON Web Token (JWT)-
based authentication mechanism directly on a resource-constrained ESP32 device for 1oT-based
aquaculture monitoring, specifically seaweed cultivation. Unlike most existing 10T monitoring
systems in aquaculture that focus primarily on sensor data acquisition and visualization, this study
emphasizes secure data transmission through token-based authentication with expiration control.

Furthermore, previous studies generally rely on static credentials or unsecured HTTP
communication, whereas this research integrates dynamic token validation, token expiration
handling, and rejection of unauthorized devices at the application layer. The proposed approach
demonstrates that JWT can be practically applied on low-power microcontrollers with minimal
performance overhead, making it a viable lightweight security solution for real-world loT
deployments in aquaculture environments.
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Several studies have implemented loT-based monitoring systems in aquaculture, focusing on
parameters such as temperature, pH, salinity, and turbidity using ESP32 or similar microcontrollers.
These systems successfully improve monitoring efficiency and enable real-time data visualization.

However, most existing works emphasize sensing and data transmission aspects, while security
mechanisms are either limited or not explicitly discussed. Authentication is often implemented
using static credentials or unsecured communication protocols, which are vulnerable to
unauthorized access and replay attacks.

Although some studies address 10T security, they primarily focus on cloud-side solutions or
computationally intensive encryption techniques, which are not suitable for low-resource devices.
Therefore, there is a research gap in implementing a lightweight, token-based authentication
mechanism directly on ESP32-based 10T nodes, particularly in aquaculture applications. This study
addresses this gap by integrating JWT-based authentication and evaluating its impact on system
performance.

2. RESEARCH METHODOLOGY

This study is an applied research that focuses on the design and implementation of a secure data
transmission system for loT-based water quality monitoring using ESP32 and JSON Web Token
(JWT). The stages of the research are illustrated in Figure 1.

stem Requirements System System System Evaluation and
Analysis Design Implementation Testing Analysis

Figure 1. Research Stages

The first step of this research is system requirements analysis, which aims to identify all
components needed in the development of a secure 10T data transmission system based on ESP32
and JWT. This analysis includes determining the type of data to be transmitted, the hardware and
software to be used, communication requirements, and data security aspects. The system is designed
to transmit data from water quality sensors, namely temperature, humidity, pH, and turbidity.

The second stage is system design. The main device used is the ESP32 as an 10T node connected
to the aforementioned sensors. For the software, Arduino IDE is used for microcontroller
programming, while Node.js with the Express framework is used on the server side. The overall
block diagram of the data transmission system is shown in Figure 2.
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Figure 2. Block Diagram of the Data Transmission System

In the third stage, JWT is employed to secure data transmission between the ESP32 and the
server as an authentication mechanism. The communication protocol used is HTTP or HTTPS, with
JSON-based data structures sent using the POST method. The server is designed to verify the JWT
token received via the Authorization header and to store only valid data in the storage system. This
requirement analysis and security design form the basis for the detailed system design. The
flowchart of the secure data transmission process is shown in Figure 3.
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Figure 3. Flowchart of Secure Data Transmission
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System evaluation in this study is carried out through three main types of testing: functional
testing, security testing, and performance testing. Each test has a specific objective to ensure that
the JWT-based authentication system operates correctly, securely, and efficiently in an 10T device
environment, particularly on the ESP32.

A. Functional Testing

Functional testing is conducted to ensure that all system features and functional requirements
are implemented and operate as expected. The test cases are derived from the previously defined
functional specifications. The main objective is to verify that all core processes—from token
request, token validation, to sensor data publication to the server—can be executed consistently
without errors.

B. Security Testing

Security testing focuses on evaluating the accuracy and robustness of the system in performing
authentication and validation of the entities involved. The main goal is to observe how the system
handles token-based authentication scenarios under various conditions. Security testing is divided
into several scenarios:

a. Transmission of an Invalid Token

In this scenario, the ESP32 prepares sensor data along with a forged or invalid token (for
instance, a token that has been modified or obtained from an unauthorized source). The server is
expected to validate the token, reject the request, and return an appropriate error response that
clearly indicates the failure of authentication.

b. Incorrect Handshake between ESP32 and Server

This test simulates situations where the handshake process between the ESP32 and the server
does not proceed correctly, due to issues such as incorrect request headers, improper token format,
or skipped authentication steps. The server should be able to detect these inconsistencies, reject the
connection or incoming data, and provide an error message indicating that the handshake process
has failed.

c. Transmission with a Valid Token

This scenario ensures that the system behaves correctly when the ESP32 sends sensor data using
a valid token. The server is expected to accept and process the data properly and respond with a
success message. This test confirms that the authentication and authorization processes run
normally when all components are configured correctly.

In addition, security testing also includes scenarios involving invalid sensor data and expired
tokens, both with and without prior disconnection, to ensure that the server can reliably reject
expired or invalid tokens and enforce re-authentication.

C. Performance Testing

Performance testing is conducted to compare the system behavior under two configurations:
without JWT and with JWT. In the configuration without JWT, authentication and data transmission
are carried out using conventional methods such as username and password, without additional
security layers such as token expiration. In the configuration with JWT, authentication is performed
using tokens with stronger security characteristics, including a token expiration mechanism that
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limits access after a certain period and forces periodic token renewal. The objective of this test is to
evaluate and compare the performance of both configurations, with particular attention to response
time and system efficiency in handling authentication requests and sensor data publication.

The comparison highlights the overhead introduced by the use of JWT and its impact on overall
system performance and security. Performance testing results show that the use of JWT adds only
a slight overhead to response time and system efficiency, even on devices with limited memory
capacity such as ESP32-based NodeMCU boards. Token management testing also confirms that
token renewal works effectively when tokens expire, ensuring that the system remains both secure
and operationally feasible for 10T-based seaweed cultivation monitoring applications.

3. RESULTS AND DISCUSSION
A. Functionality Testing

Functionality testing was carried out to evaluate the extent to which the system fulfills the
predefined functional requirements and operates correctly. On the ESP32 side, the program was
developed to perform a handshake with the server according to the scenario shown in Figure 4.

Figure 4. ESP32 code connecting to the server using the HTTP protocol

On the server side, a corresponding scenario was implemented to ensure that the handshake
process can be executed correctly, as illustrated in Figure 5.
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Figure 5. Server response when the handshake is successful

After a successful handshake is established between both systems, the ESP32 sends sensor data
to the server, as shown in Figure 6.

Figure 6. Transmission of sensor data from ESP32 to the server

The server then responds to the sensor data sent by the ESP32, as depicted in Figure 7.
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turbidi

Figure 7. Server response when the ESP32 sends sensor data
B. Security Testing

In the first security test scenario, the ESP32 sends an invalid token to the server. This causes the
server to perform authentication and return an error message to the ESP32, as shown in Figure 8.

Figure 8. Server response to the ESP32

On the server side, after verifying the invalid token sent by the ESP32, the server displays an
error message stating “Token is invalid or expired”, as illustrated in Figure 9.
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Figure 9. Server response for an invalid token

The next test was carried out by creating an incorrect handshake between the ESP32 and the
server. The result of this test on the ESP32 side is shown in Figure 10.

Figure 10. ESP32 cannot find the server

On the server side, the system attempts to perform a proper handshake with the ESP32 but is
unable to detect the device, as shown in Figure 11.
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$ npm run dev

> arduinojwt@l.0.0 dev
> nodemon index.js

e Code:
message:

Figure 11. Server cannot detect the ESP32

The final security test involves sending a valid token, where the server successfully receives the
sensor data and prepares it to be stored in the database, as depicted in Figure 12.

Figure 12. Server response displaying sensor data
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C. Performance Testing

Performance testing was conducted to measure the efficiency of the server response time in two
scenarios: without JWT and with JWT. The first step was to define the test parameters, where the
response time was measured from the moment the ESP32 sends a request until it receives a response
from the server. The ESP32 was programmed to record time using the built-in millis() function, and
the time difference was used as the performance indicator.

In the first scenario (without JWT), the ESP32 sends a request to the server without
authentication, and the server directly processes the request and returns a response. In the second
scenario (with JWT), the ESP32 first sends its credentials to obtain a token from the server and then
uses this token to access the service. The server verifies the credentials, generates and signs a JWT
token, and sends it back to the ESP32.

The time differences in both scenarios were analyzed to compare the processing load on the
server. The results show that the use of JWT increases the response time because of the additional
processes required for authentication and token creation. The comparison results are presented in
Figure 13.

Server Performance Test
(seconds)

o = N W p

Without JWT With JWT

Figure 13. Server performance test graph

The use of JSON Web Token (JWT) causes the server response time to be longer than in the
case without JWT because of the additional steps required to ensure data security and validity. In
the JWT scenario, the server not only processes the request from the ESP32 but must also
authenticate the credentials sent, construct the token payload, sign it using a cryptographic
algorithm, and send the token back to the ESP32. The creation and signing of the token require
additional computation time, particularly due to the hashing or encryption operations involved.

Although the use of JWT introduces additional processing time due to token generation and
validation, the observed overhead remains minimal and acceptable for real-time loT monitoring,
indicating a favorable trade-off between security and performance.

In addition, the server may perform internal verification before sending the token to the client to
ensure that the token structure and contents comply with the predefined rules. All of these processes
increase the complexity of server-side processing, thereby extending the time needed to provide a
response to the ESP32.
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Nevertheless, this increase in response time is acceptable because JWT offers significant
benefits in terms of security and data integrity in the communication between the server and 10T
devices.

4. CONCLUSION

Based on the implementation and testing that have been carried out, the data transmission
security system for 10T using JSON Web Token (JWT) on the ESP32 has been proven to enhance
the security of data communication between the device and the server. JWT enables device
authentication without repeatedly sending credentials and is able to detect invalid or expired tokens.
Testing in three aspects—functionality, security, and performance—shows that the system operates
correctly, remains responsive, and adds only a small overhead to the response time. This indicates
that JWT can be effectively applied in loT environments, even on devices with limited memory and
computing resources such as the ESP32. The system can be further developed for integration with
cloud platforms or applied in various loT scenarios that require lightweight and secure
authentication. This study demonstrates that the use of JSON Web Token (JWT) on the ESP32 can
improve the security of loT data transmission without introducing significant performance
overhead. For future work, it is recommended to integrate the system with lightweight
communication protocols such as MQTT in order to increase efficiency. In addition, end-to-end
encryption and more advanced token management mechanisms, such as refresh tokens, can be
implemented to further strengthen data protection and provide more flexible authentication.
Large-scale testing is also highly recommended to evaluate the stability and scalability of the system
under more complex 10T network conditions.
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